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How to solve LDAP bind error: Invalid credentials ?

Overview: This article helps to resolve the "LDAP bind error: Invalid credentials" issue while logging
into the web GUI as an LDAP/AD user
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1. When logging into the web GUI as an AD/LDAP user, the following error occurs:

> Fo) P 3 Ezeelogin -~ = e ae sl
oty i

2. Upon logging into web GUI as superadmin user(user account created at the time of installation) and
clicking on Users -> LDAP following error occurs:
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Follow below steps to resolve the above errors:



Step 1. Append log_level trace
to /usr/local/etc/ezlogin/ez.conf to get the detailed error log.

Step 2: Navigate to the log directory and tail the latest log.
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€ error message Ind error: Invalid credentials” indicates that the Ezeelogin 1s unable to
authenticate with the LDAP/AD server due to incorrect LDAP credentials. To resolve this issue, follow
the below steps:

Step 3: Check if the Bind DN or bind password has been changed in the AD/LDAP server. If they
have changed, log in to the web GUI as the superadmin user (user account created at the time of
installation), navigate to Settings -> LDAP, and update the Bind DN and bind password accordingly.
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Step 4: After confirming and correcting the LDAP credentials try logging into the web GUI again

Step 5: Also, make sure that the bind user is active in the LDAP/AD server. If the bind user is disabled,
reactivate it and then try to log into the web GUI again.

Emergency CLI Method:

If you are unable to login to web GUI, you can switch the web panel authentication from LDAP to
internal authentication using the below command:

1. Run below command on the gateway server

ter veryfing and correcting the credentials switch web panel authentication to again

Related Articles:

How to resolve error "Error: Could not bind to any LDAP server: 80090308: LdapErr: DSID-0C090434,
comment: AcceptSecurityContext error, data 52e, v4f7c" ?



https://www.ezeelogin.com/kb/article/how-do-i-change-the-authentication-from-ldap-to-internal-in-the-database-87.html
https://www.ezeelogin.com/kb/article/error-could-not-bind-to-any-ldap-server-80090308-ldaperr-dsid-0c090453-comment-acceptsecuritycontext-error-data-52e-v3839-396.html
https://www.ezeelogin.com/kb/article/error-could-not-bind-to-any-ldap-server-80090308-ldaperr-dsid-0c090453-comment-acceptsecuritycontext-error-data-52e-v3839-396.html

How to solve L. DAP search error Cannot contact LDAP server ?

How to solve Ldap failed error in Ezeelogin?
Resolving LDAP search error: operations error
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verify failed (self signed certificate in certificate chain)

Cannot contact LDAP server
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