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How to map Okta attributes to Ezeelogin

¢ How to map okta username attributes to Ezeelogin

1) Below are a few users that we have in Okta.
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Person & usemame Primary emall Status

John Smith John.Smith@gmail.com Active
linda@test.com Active
Steven@ezeelogin.com Active
ferry@email.com Suspended

2) Navigate to the Profile Editor option and click on your Application.

& okta

Dashboard v
Directory A
People
Groups
Devices

Profile Editor

Directory Integrations

Profile Sources

Customizations v
Applications v
Security ~
Workflow v
Reports v
Settings ~

3) Click on Add attribute.
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4) Provide the attribute values as follows and save them.

the mapped value in Okta

Data type suing .
Display name @ firstName —
Varisble name @ fretme
Description
Enum Define enumerated list of values
Attribute length Between .

min

and

max
Attribute required @ ves
Scope User personsl
User permission Hide

Users cannot view the attribute. Select this
option to hide sensitive attributes. For
example, salary information

© Read Only
Users can view the attribute, but attribute
properties cannot be modified. Select this

option to prevent attribute properties from
changing. For example, a title

Read-Wiite

Users can view the attribute and edit
attribute properties. Select this option to
allow users to update attribute properties.
For example, a phone number

Save and Add Another [EES]

5) Similarly, create the attributes for lastName.
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Display Name Variable Name Data type Attribute Type
Username userName string Base
firstMame firstMame string Custom
lastName lastName string Custom

6) Navigate to Application > Applications > Choose your Application
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7) Click on General > Edit Saml Settings
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App Settings Edit
Application label Ezeelogin
Application visibility Do not display application icon to users
Provisioning None

On-Premises Provisioning

som
Auto-launch Auto-taunch the app when user signs into Okta
Application notes for end users
Application notes for admins
SAML Settings
GENERAL
Single Sign On URL hitps://cloudweg.com/ezlogin/index php/authacs
Recipient URL hitps://cloudweg.comjezloginfindex php/auth/acs
Destination URL https://cloudweg.comiezlogin/index phplauthacs

Audience Restristion hitps:f/cloudweg.com/ezlogin/
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8) Click Next under General Settings.
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This wizard walks you through

Workflow v

App name Ezeelogin editing the properties in your
Reports - SAML app. All of your app's

App logo (optional) properties are prepopulated in
Settings v the wizard.

App visibility Do not display application icon to users

In Configure SAML, Add the same attribute statements as shown below. Click Next > Finish.
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General This form generates the XML
Dashboard v
needed for the app's SAML
single sign-on URL @ " p i P
Directory . https://cloudweg.com/ezlogin/index.php/auth/acs request.

Use this for Recipient URL and Destination URL
Customizations - Where do| find the info this form
needs?
Audience URI (SP Entity ID) @ https://cloudweg.com/ezlogin/
Applications v The app you're trying to integrate

Default RelayState @ with should have its own

Security v documentation on using SAML.
If no value is set, a blank RelayState is sent Youlll need to find that doc, and it
Workflow - X ) X
should outline what information

Name ID format @ e
Reports . Unspecified N you need to specify in this form.
Settings - Application username @ Okia username .

Update application username on Create and update N

Show Advanced Settings

Attribute Statements (optional)

Name Name format Value
(optional)
firstName Unspecified  ~ userfirstName -
lastName Unspecified = user.lastName -

Add Another
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Are you a customer or partner? © I'man Okta customer adding an internal app This form provides Okta Support
I'm a software vendor. I'd like to integrate my app with with useful background
Okta

information about your app.
Thank you for your help—we

appreciate it.

The optional questions below assist Okta Support in understanding your

app integration.

App type @ This is an internal app that we have created

‘ Previous ‘

9) In Ezeelogin web GUI. Navigate to settings > SAML > Add the listed attributes that were
created in Okta and provide the same as follows as shown below and save it.
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Azure AD Settings

Advanced

10) Relogin to Ezeelogin GUI with okta user credentials.
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e How to map Okta users to the same user group in Ezeelogin

1) Create an identical user group as in Okta in Ezeelogin GUI with priority set as mentioned
below.
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All Rules
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Advanced search -

Group source type | All v Showing 3

Group name People Applications

# ezgroup 2 1

No description

# Everyone 9 0

All users in your organization

* Okta Administrators
Okta manages this group, which contains all administrators in your
organization.

© 2023 Okta, Inc. Privacy Status site OK14 US Cell Version 2023120 E Download Okta Plugin Feedback

Ezeelogin 2 | Welcome, Administrator Logout

g . ¢ \ v
| B0 ~ Rows <

( Name ¥ Description Priority Force 2FA Actions

(m] ezgroup oktausergroup 2 X /

User Groups

2) In Okta, Under Application > Application > Click on General > Edit Saml Settings > Add the
Group attribute. Mention the name of the group and user group. > Click Next and Finish.
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lastName Unspecified = user.lastName -

‘ Add Another

Group Attribute Statements (optional)

Name Name format Filter
(optional)
group Unspecified = | | Startswith  ~ | ezgroup

Add Another

B Preview the SAML assertion generated from the information above

< Preview the SAML Assertion

This shows you the XML that will be used in the assertion - use it to verify the info

you entered above
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3) In Ezeelogin web GUI. Navigate to settings > SAML > Add the group name attribute that was

created in Okta and save it.
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4) Relogin to Ezeelogin GUI with Okta user credentials.
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Refer: How to integrate Okta with JumpServer
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