Set SSH Key Expiry for the gateway users
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How to set SSH Key Expiry for the gateway users and force to
rotate the public keys?

Overview: This article helps to configure SSH key of the gateway users to expire after a
specific number of days from GUI. This setting allows you to set an expiration period for SSH
keys, after which the keys will no longer be valid for authentication. Users will then need to log
in using a password. A value of 0 means that SSH keys will never expire.
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Step 1: Navigate to Settings -> General -> Authentication -> Set User SSH key lifetime.

As an example, Below Screenshot says that the SSH user will expire in 1 day. A value 0
means SSH key will never expire.
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Refer : How to add ssh public key for passwordless authentication in ssh

Step 2: After a designated period has passed and the key for the specified user has expired,
attempting to log in to ezsh using key authentication will be unsuccessful. However, the user
will still be able to access the system using password authentication. This ensures that
security measures are maintained while granting access through an alternative authentication
method when key-based authentication is no longer valid.

Password: |

Following is the expired SSH key, the expiration of which is determined by the date configured
in the GUI. Upon adding a key, users can access the associated expiration date by pressing
the F2 key.

Authorized SSH public key
Current key :

expiry-time="20230810" ssh-rsa AAAAB3NzaClyc2EAAAADAQABA
AABgQC8psiPU2Ck0JIItuSLyyQktSRISImeCwoYXt5Nj3PdsI0c2/T/1q
xPFcAUDNr+JLUCpwP3xb82ZAb2nhrCq6UDCNPG2xwEP1hL9gTiE/ wexi
DnE985afGzTxXMzcLUCGYwwaCHjBEaEh/104uiUlLDF1mCnx/DDWlmmn
KZCnBGwS3kZshGLBXkjrldnWyLLPD7qaWltH2IxWINc1ShL2/RImH5zF
c+NqCgsojSdw9sBp0jaH6aXUeBjO5AtDNIQDoxcqQg9cvgsyAEWIITF8
6WwRUbgtr31lxnbnY9BhR1d7ZIrUxpj3EGGKSmRsUHhr2EcU7lpZim310
PalUuazgYRZqaGLfWP8aiNy7d31yAUvpl5buzp9mqWéeykI3dBvcK7b5dc
2mu00UW7e5byNOmiv2x3eAihMPoBAacj2VilqyRsTNzQT6mrZ0ulqob+
k6vXEv5nejVORxq5yC88P/t81b5xvQKCu2ByA2Ut9alkrtFPG2/mvSDz
VfwYdN30SfeeGe= root@gateway

Input new key and press 'Enter':
NOTE: SSH key is local to the node. If cluster is config

ured, add the key on the other node as well.

Press Esc key to cancel...

SERVERS [All servers] (group) [Normal / 1
Start typing string to locate. ESC: Clear search, F1/+: Help, F4/!: Exit.

How to add a new key via WebSSH if the user's existing key has expired?
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Step 1: Login to GUI as the gateway user whose SSH key has been expired and click on the WebSSH
icon
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Step 2: Once web ssh console is open press "F2" or "#" on your keyboard which will take you to the
section where you can manage SSH public keys.

RLinux Servers

Authorized SSH public key

No key set.

Input new key and press 'Enter':
NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.

Press Esc key to cancel...

[GROUPS [Normal / ] {User: tom}
start typing name to locate. ESC: Clear search, F1/+: Help, F4/!: Exit.

Step 3: Enter the SSH public key of the gateway user into the designated field and press "Enter" to
confirm and save it. The key will then be used for authentication.
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Buthorized SSH public key

No key set.

Input new key and press 'Enter':

NOTE: SSH key is local to the node. If cluster is config
ured, add the key on the other node as well.
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Press Esc key to cancel...

rmal / ] {User: tom}
ES ear search, F1/+: Help, F4/

Step 3: Log in to ezsh, and the gateway user will be able to authenticate using the key.
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