How to import servers without password authentication ?
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1. Import servers from CSV and automatically set the password

1. Add the Ezeelogin global key to the authorized_keys file on all remote servers.

a) Login to Ezeelogin software GUI -> copy the Global key. Refer to below screenshot.
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Copy the Ezeelogin global ssh public key and paste it into the authorized_key file in the remote servers.
2. To import servers from CSV,

a.Use the export feature to get a CSV file file as shown below which can be later used as a template to
import more servers.

"nanme"|"i p_address"|"group"|"password"|"ssh_port"|"ssh_user"|"keep_pa
ssword"| "enabl e_ssh"|"control panel "| "datacenter"| "description"|"tunne
_host"|"switch_user”|"switch_pass"|"sw tch_sudo"|"pronpt1"|"pronpt2"
"pronpt3"|"cp_user"|"cp_pass"|"rc_host"|"rc_user"|"rc_pass"|"onhost"
| "ishn"|"rack_id"|"machi ne_id"|"comments"|"use_dns"| " passphrase"|"ssh
key"|"rdp"|"w ndows_donai n"|"i pm _host"|"ipm _protocol "|"ipm _port"|
"i pm _request_nethod"|"ipm _user_field"|"ipm _usernane”"|"ipm _passwd_
field'|"ipm password"|"ipm _basic_auth”|"ipm _request _uri"|"ipm _ext
ra_vars"|"i pm _enabl e"

"ez.noc.coni|"118.7.63. 62" "LINUX"|[""|"22"|"root"|"S"|"Y"|""|""|" Test
Machi ne” | " | ™| " | "N'| "7 " Password: | 7| |

b.Open the sample V 1ile and edit and update name.1p_address, group,
password,ssh_port,ssh_user,keep_password, and enable_ssh as below.

Give a random string as a password and set keep_password as 'N' for all servers.

For example,


https://www.ezeelogin.com/kb/category/common-errors-troubleshooting/4/
https://www.ezeelogin.com/kb/article/how-to-export-servers-140.html

You can set the same password(random string) for all servers.

| ip_address | group | password | ssh_port ssh_user
keep_password | enabl e_ssh

c. Import the servers from the V tile. Login to Ezeelogin GUI > click on the import tab on the le
then choose the CSV file and click upload.

Note: Make sure that you have created the server groups mentioned on the CSV before import.
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d.Once you click upload, the CSV file would be parsed and if the format is correct, then the import
button would show up so that you can import the list of servers. Using this feature you can import
multiple servers quickly.
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Upload CSV file @ Field Separator '@

servers.csv Choose

Text Enclosure @ Upload m

Name ¥ IP Address Server Group SSH Port Description
Uk debian 192.168.56.198 dev 2
2 Users UBUNTU 192168 56.200 dev 22
centos1 192168 56.209 testing 22
centos2 192.168.56.210 testing 22

Command Guard

e. After the successful import of the servers, it will display the message "Success: Servers imported"
as shown in the screenshot below.
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Upload CSV file & Field Separator &

servers.csv Choose File

Text Enclosure @

Name ¥ |P Address Server Group SSH Port Description
debian 192.168.56.198. dev 22
o usUNTU 192.168.56.200 dev 2
» centos1 192.168.56.209 testing 22
centos2 192.168.56.210 testing 2

Cluster

Command Guard

3. Reset the password on all servers from the servers tab as follows.



Ezeelogin 2 | Welcome, Administrator Logout
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(m] Name ¥ IP Address Server Group SSH Port Description Actions
m] +UBUNTU 192.168.56.200 dev 22 = v ’
- i
a + centos1 192.168.56.209 testing 22 desctest N
m] + centos2 192.168.56.210 testing 22 desctest . * T
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4. You can view the password by :

Login to Ezeelogin GUI -> Servers -> + icon to view the server detalils.

eelog & | Welcome, Administrator Logout

m find | &0 ~ I domain lookup o & Rows <
O Name ¥ IP Address Server Group SSHPort Description Actions
O - production.debian server 192.168.1.12 production servers 22
Password XUBUKTP9@IQPF/hY7Qk)Bgau7dGau
Password Management automatic
SSH enabled
Remote SSH login user / RDP login user root
RDP N
IS Web Portals RDP Port 3389
Password Prompt ssword
2t Users
Privilege Escalation disabled -
& Access Control
Host Node No
¥
% Settings g
g Use DNS Inherit
& Cluster CP Use DNS Inherit

Login to Ezeelogin shell (ezsh) -> navigate to any server using the up and down arrow keys

-> click on the Tab button to view server details.



SSH port
SSH User
Password
Group

Server details

: production.debian.server

: 192.168.1.12

1 22

: root

: xUBuk7P9@!QPF/hY7Qk)Bgau7dGQU.
: production servers

“+-—

5. Refer to the article to reset the password of the servers periodically.

How to reset the password of the servers periodically

2. Import Server from CSV with Custom Key



https://www.ezeelogin.com/kb/article/6/cron-for-changing-root-passwords-on-servers-periodically-76.html
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TEFrGInuSrxRj2epld0ivwemnQkDolp8PQFMc Z7anbiV6sgUlxkoP9bVgbaVsmFu -
Hydj425v3UKMBHAUSDZUCaHBPq3CT8MI TUIRCUT7cSArcT7xFggAHBKQQbuzy TS ;
FMpbvIvOBtCEAGT1ZWVriUMItsH7i844a6E7Ch6gL6 /PuzBMsdnnuaPSwW2 LFEkY &
+ | X6mIHDLXnT+dhd] 7xMNaOVsVT1eWdUEMhGYZUERZ8Z FdF s2pHfAne PdPruy 1xxT
| £3Jk/mhBN2e/k3cK1e3xLod9s1nXiQKBWQD+AVXSXVpnKHURShAKSQX/V7CQ2+A
VHXT37RChSD+tjgYi3t66N3yiezaDclg26e55/1CQa0KX18psTy+Ybfayc+dnOBj
| | 7HOG7CF1rBnm+WYKOF eBOREXKRKRSReoY FNTQafPemdHF Zo8RP3d7 00N FEPYVAAL
& u55rp9uda+XgHNCAMYKSZp2HDO1pz e/ xN81yy T+b+YANkhoOsspcOBbRGaUIT7U
Kk4FFXcCUMe+B2xmSUHGNEGXBZSPA98hFc6MCg cEAYHd LEGPEY74VGHPERAKOOWNG Rt
0FLeqz44YdqtI9h1yhT/kMNs1MCAO+PyeDsrZnhGORPADLED3vKKaF 2YQTBFr1P]
DFSVXPYPGEayqCP6mLPvynz/0d/ 2WyvRpXIsFh2ZMugqVdQbho fyBbBIFhnTEVKY
WR2M7H2cwtKvikrpQhawt 1t@Tt7KrRy cq@85e /RMAGLShLi0@6dx /ATAEX s ks i
dKDChTEITfDURIT73MKVH3/yrUX9iDz1zqkFROrACHBAIT371F09s0xbBC rvKTn
FINF /8+cy7ZAwahaMyTeK1IMOE3Axvcl9SddxHONGt EOgdXHQROS F 3PpARHSFSGB
| ReApQYSINOHIVW32Rs/+U2Kn0jWKgBeF jLpknBMLLxN+YsG00i IXTHPAZmL TOhw
| DjsTSic+ellKlmrFESbQRQLrW3ZFAVUrUybRFId1sr/2+1MquGeZuIQ8/ SNHQGS
| 9ZgRUafmp5a8v4/9TAFKE]G2aqUmFy]cg2EHF EXb76QuyQKBWHFUZO/1ZAYy 7he T
. | F6q9ulmZ7py3CXgR8toPQDIACANtHOXIRRNLS LOTCE7ENKL 16622x 10BpYiSAYBi
+UIRQFPngthb/PHRDXZMekwfeplbXix9eoexK1nE3x08XGHR1arbdOb1/ySLnbe
1AFRMX3qVET gadzAnrDdXvP1qaz9GuTFxX8ZIMeBF 2kZnsvermDBXYeyFALp7z1
CBL21pIxI8d/¥rjdoVWezCRFHZOUKKDEOEA+1S8EThIWtRZNQhQKBIBT 7UStUL2kE
5g3/kaulVKE&H1Mu+b1aH94LSTcVUtBdxVShi0ighC72pvoVDol2Ev76CkCACa8Q
AycXp867Xkso/TrDEGGO3FX1Y3RvZBe21mMiDniGWRC70MdegIS009bPPN2Vyxn
0cwx@CIVSCOTGAYNRvHnNkqayMegL BoVoNoQT zkKTdFWEm@NrQagge3ag19gm3s
+cAJce87GBIrky5Xtp7m2QVelJ0ADNWatGBKdCArGQORWUFKI7755A== e
————— END RSA PRIVATE KEY----- “

Key Management

SSH Key Passphrase

Note: Make sure to mention the name of the

i p_address group | ssh_port |ssh private_key |



https://www.ezeelogin.com/kb/article/how-to-export-servers-140.html

| 192.168.0.116 | Testing Linux |

192.168.0.111 | Testing Linux |
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Upload CsV file @ Field Separator &

cenvers (1) servers [T ,
4 Text Enclosure & Upload 4

= Servers

Name ¥ |P Address Server Group SSH Port Description
rhel 192.168.0.116 Testing Server 22
ubuntu 192.168.0.111 Testing Server 22
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Server details

: rhel
: 192.168.0.116
2

: root
Password H
SSH Key : Press space to show key
Passphrase : H) ZGK}pvve! [9DIAKS9/) PM52n [JrI@B
Group

Press any key to continue.. I
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