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How to fix "userauth_pubkey: signature algorithm ssh-dss not in
PubkeyAcceptedAlgorithms"

Inorder to change ssh-dss key to ssh-rsa, follow below article.

How to reset cluster keys in Ezeelogin?

1. Login to the server and tail /var/log/secure to check errors. Refer
below example.

root @ateway ~]# tail -f /var/log/auth.| og

userauth_pubkey: key type ssh-dss not in PubkeyAcceptedKeyTypes [preauth]

. Run the following command to see the key types enabled on the server.

root @ocker: ~# sshd -T | grep -i key

pubkeyaccept edkeyt ypes ecdsa- sha2-ni st p256-cert-v0l@penssh. com ecdsa
-sha2- ni st p384-cert-vO0l@penssh. com ecdsa- sha2- ni st p521-cert-v0l@pen
ssh. com sk- ecdsa- sha2- ni st p256-cert-v0l@penssh. com ssh-ed25519-cert -
vOl@penssh. com sk-ssh-ed25519-cert-v0Ol@penssh. com r sa- sha2-512-cert


https://www.ezeelogin.com/kb/category/common-errors-troubleshooting/4/
https://www.ezeelogin.com/
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-v0l@penssh. com r sa- sha2- 256-cert -vOl@penssh. com ssh-rsa-cert-v0l@
penssh. com ecdsa- sha2- ni st p256, ecdsa- sha2- ni st p384, ecdsa- sha2- ni st p52
1, sk- ecdsa- sha2- ni st p256@penssh. com ssh- ed25519, sk-ssh-
ed25519@penssh. com r sa- sha2- 512, r sa- sha2- 256, ssh-rsa

pen /ete/ssh/sshd_conllg and append the below line to enable ssh-dss.
root @ateway ~]# vim/etc/ssh/sshd config
PubkeyAccept edKeyTypes +ssh-dss

root @at eway ~]# systenct!| restart sshd

4. Re-run the below command and confirm that ssh-dss has been enabled.
root @ocker:~# sshd -T | grep -i key

pubkeyaccept edkeyt ypes ecdsa- sha2-ni st p256-cert-v0l@penssh. com ecdsa
- sha2- ni st p384-cert-vO0l@penssh. com ecdsa- sha2- ni st p521-cert-v0l@pen
ssh. com sk- ecdsa- sha2- ni st p256-cert-v0Ol@penssh. com ssh- ed25519-cert -
vOl@penssh. com sk-ssh-ed25519-cert-vOl@penssh. com r sa- sha2-512-cert
-v0l@penssh. com rsa- sha2- 256-cert - vol@penssh. com ssh-rsa-cert-vO0l@
penssh. com ecdsa- sha2- ni st p256, ecdsa- sha2- ni st p384, ecdsa- sha2- ni st p52
1, sk- ecdsa- sha2- ni st p256@penssh. com ssh- ed25519, sk- ssh-
ed25519@penssh. com r sa- sha2- 512, r sa- sha2- 256, ssh-r sa, ssh-dss

ry to modily the user now and confirm 1t's working fine.

How to view the list of KEX and Keys in the Linux server?

e How to list keys in the Linux server?

root @i nux ~]# ssh -Q key

ssh-ed25519
ssh-ed25519-cert-v0l@penssh. com

ecdsa- sha2- ni st p256
ecdsa- sha2- ni st p384
ecdsa- sha2- ni st p521
ssh-rsa-cert-v0l@penssh. com



ssh-dss-cert-v0l@penssh. com

ecdsa- sha2- ni st p256-cert-vO0l@penssh. com
ecdsa- sha2- ni st p384-cert-vO0l@penssh. com
ecdsa- sha2- ni st p521-cert-vO0l@penssh. com

root @i nux ~]# ssh -Q kex

I e- hel | man- groupl-shal

i e- hel | man- groupl4-shal

I e- hel | man- gr oupl4- sha256
I e- hel | man- gr oupl6- sha512
I e- hel | man- gr oup18- sha512

i e- hel | man- gr oup- exchange- shal

I e- hel | man- gr oup- exchange- sha256
ecdh- sha2- ni st p256
ecdh- sha2- ni st p384
ecdh- sha2- ni st p521
curve25519- sha256
curve25519- sha256@i bssh. org
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