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How to install and setup cowrie honeypot on Ubuntu?

What is Cowrie honeypot?

The Cowrie honeypot is designed to impersonate SSH servers, specifically one with easily cracked
credentials. Once an attacker logs in they will be accessing a fake Linux shell where they can execute
commands which will look realistic. It will record all the sessions of an attacker. With Cowrie, the
attacker will think they have hacked/attacked your server as if it was real. When an attacker tries to log
into your server with the right username and password, the system will let them access a fake system in
which they are not supposed to be. Honeypot keeps records of the attacker such as the commands he
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typed or the keys he pressed and all the activities of the attacker.

The hosts SSH daemon will run on a highest port which is 22222, Cowrie will run on 2222, and port 22
(default SSH) will be redirected to 2222 using iptables. When the attacker connects to port 22 it will be
redirected to our Honeypot on port 2222.

How to install Cowrie?

Before installing cowrie and our dependencies, change the default SSH port 22 to port 22222 in
sshd_config file so that the attacker thinks that they are in real SSH port and restart SSH to see if it is
listening to the newly configured port.
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1. Update the system

- Install all the dependencies of Cowrie

a user cowrie




. Move Into cowrie folder and create a new virtual environment for the tool by running the
command below.

ctivate this new virtual environment.

reate a Copy or cowrle.crg.dist so that we can eait that conrig tiie.

. Edi
editors.
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hostname = topsecret

log_path = var/log/cowrie

enabled =

listen_endpoints =

11. Redirect traffic of port 22 and 23 to the high ports 2222 and 2223 using iptables
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