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Error: LDAP search error; Can't contact LDAP server

1. Append log_level trace in /usr/local/etc/ezlogin/ez.conf to get the debug log.

root @ateway ~]# vim/usr/local/etc/ezlogin/ez.conf

|l og_l evel trace

ail the latest application log to see the detailed error log.

root @ateway ~]# cd $(awk '/~ system folder/ {print $2}'
usr/l ocal /etc/ezlogin/ez.conf)/application/l ogs/

Ref er bel ow exanple to tail application |og

root @ateway ~]# cd $(awk '/~system folder/ {print $2}'
usr/l ocal /etc/ezlogin/ez.conf)/application/l ogs/

root @ateway ~]# Is
| 0g- 2022- 02- 03. php | 0g-2022- 02- 05. php | og- 2022- 04- 16. php

root @ateway ~]# tail -f |o0g-2022-04-16. php

. You can find below error from application log

DEBUG - 2022-04-28 08:56:00 --> uri: ldap://192.168.1.100
DEBUG - 2022-04-28 08:56: 00 --> Connected: |dap://192.168.1.100
DEBUG - 2022-04-28 08:56:00 --> No StartTLS
DEBUG - 2022-04-28 08:56:00 --> Bind as:
CN=Adm ni strator, CN=User s, DC=cl oudweg, DC=com
DEBUG - 2022-04-28 08:56: 00 --> Bi nd successf ul
DEBUG - 2022-04-28 08:56:00 --> Filter: (sAMAccount Nane=*)
DEBUG - 2022-04-28 08:56:00 --> LDAP attributes queried: Array
(

[0] => sAMAccount Nane

[1] => di spl ayNane
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[ 2] => userPrincipal Nane

ERROR - 2022-04-28 08:56: 00 --> LDAP search error: Can't contact LDAP

DEBUG - 2022-04-28 08:56:00 --> AJAX response sent

ake sure to use the correct base dn 1n Ezeelogin

4.Run ldapsearch to ensure that results are correctly fetched from
the LDAP server.

root @ateway ~]# | dapsearch -v -x -H
| dap://192.168.1. 100 -b " DC=cl oudweg, DC=cont -D
" CN=Adm ni strat or, CN=User s, DC=cl oudweg, DC=cont’ - W

. ldapsearch will list the details of all users present 1n the base dn.

Ref er bel ow exanpl e:

# ] ake, cl oudweg.com
dn: CN=j ake, DC=cl oudweg, DC=com
obj ect Cl ass: top
obj ect C ass: person
obj ect C ass: organi zati onal Person
obj ect O ass: user
cn: jake
di sti ngui shedNane: CN=j ake, DC=cl oudweg, DC=com
i nstanceType: 4
enCreated: 20220402134641. 0Z
enChanged: 20220402134844. 0Z
di spl ayNane: | ake
USNCr eat ed: 20577
uSNChanged: 20585
nane: | ake
obj ect GUI D: : YBI D4) +LM)6z E9V+aOWBW==
user Account Control : 66048
badPwdCount: O
codePage: O
countryCode: O
badPasswor dTi ne: O
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| ast Logoff: O

| ast Logon: O

pwdLast Set: 132933808016965684

primaryG oupl D: 513

obj ect Si d: : AQUAAAAAAAUVAAAAVY pHCVS)j LN3f P7bi UA ==
account Expires: 9223372036854775807

| ogonCount: O

sAMAccount Nane: | ake

sAMAccount Type: 805306368

user Princi pal Name: jake@l oudweg. com

obj ect Cat egory:

CN=Per son, CN=Scherma, CN=Conf i gur at i on, DC=cl oudweg, DC=com
dSCor ePr opagat i onDat a: 20220402134641. 0Z

dSCor ePr opagati onData: 16010101000000. 0Z

opy-paste the base dn and paste 1t 1n Kzeelogin -> dettings ->

screenshot.
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6. After successfully saving LDAP settings navigate to Users -> LDAP and import the users to
Ezeelogin by clicking on the option on the right side. Refer below screenshot.
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