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How to create filters in Ezeelogin while using LDAP or Active
Directory (AD) authentication? / Does Ezeelogin allow user
authentication based on AD or LDAP groups?

Overview: The article explains how to add filters to Ezeelogin by editing LDAP or AD settings to
manage user authentication based on group memberships. It includes examples of using ldapsearch
commands to verify user membership within specific groups and demonstrates how to create filters with
multiple conditions using operators like & and |. This ensures that Ezeelogin can authenticate users based

on group memberships effectively.

You can add the filter in Ezeelogin by editing the LDAP or AD configuration under Settings
>> LDAP . The following image shows the LDAP configuration page with a sample filter
matching the user's inside the " Developers "group.
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Run a Idapsearch command from your Ezeelogin gateway server to check the filter list of the
correct users in the group. The syntax for the Idapsearch with filter is as follows.
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An example for LDAP search for the above filter will be as follows.

The output of the above Idap search is shown below.







Note: After saving the filter, click on the User>> LDAP tab to list the users under the LDAP




group.

How to create a filter with more than one condition?

We can create filters with more than one condition by using certain operators like & , | ,
etc. For example, create a filter to list the users that are common in " Developers "and"
Sysadmins "where Irin is a common user.

The syntax for the filter with the operators is as follows.

Step 1. Ldap filter with "&" operator.

The following image shows an LDAP filter that lists common users from group "
Developers "and" Systemadmins ".

Given below is the LDAP search for the above filter.




The output of the Idapsearch is as follows.




Step 2. Filter with " | " operator.

The following image shows a filter to list all users in groups " Developers" and "Sysadmins".
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LDAP search command to list all users under two groups "Developers” and " Sysadmin” is as
follows.

The output of the above |dapsearch command is shown below.
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