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How to integrate Red Hat IDM in Ezeelogin jump server?

Overview: This article provide step by step instructions to integrate Red Hat IDM in Ezeelogin.

1. Follow the steps to interate Red Hat IDM (Ldap protocol) in ezeelogin

Step 1(A): Refer this document to install an IDM_ server

Step 1(B): Run ldapsearch on IDM server to find the 'DN' of the admin user or other user having admin
privileges. Run "ldapsearch" comand on IDM server and it will return all user,usergroup details etc

[ root @ paserver ~]# | dapsearch

SASL/ GSSAPI aut hentication started

SASL user nane: adm n@XAVPLE. COM

SASL SSF:. 256

SASL data security layer install ed.
extended LD F

#
#
# LDAPv3

# base <dc=exanpl e, dc=cont (default) with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# conpat, exanple.com

dn: cn=conpat, dc=exanpl e, dc=com
obj ect O ass: extensi bl eQbj ect
cn: conpat

# users, conpat, exanple.com

dn: cn=users, cn=conpat, dc=exanpl e, dc=com
obj ect d ass: extensi bl e(bj ect

cn: users

# marc, users, conpat, exanple.com


https://www.ezeelogin.com/kb/category/getting-started/tweaks-configuration/7/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/identity_management_guide/installing-ipa

dn: ui d=mar c, cn=user s, cn=conpat, dc=exanpl e, dc=com
obj ect d ass: posi xAccount

obj ect C ass: i paOverri deTar get

obj ect C ass: top

gecos: nmarc f

cn: marc f

ui dNunber: 1023000004

gi dNunber: 1023000002

| ogi nShel | : /bin/sh

honeDi rectory: /hone/ marc

I paAnchor UUI D:
Okl QQTpl eGFt cGxl Lm\vbTpnYj V] Y] AWZSOLINVEXLTEXZW t ODcONi OWODAWY]
cO0O0Tdmy2M=

uid: marc

# steve, users, conpat, exanple.com

dn: ui d=steve, cn=users, cn=conpat, dc=exanpl e, dc=com
obj ect d ass: posi xAccount

obj ect O ass: i paOverri deTar get

obj ect C ass: top

gecos: steve m

cn: steve m

ui dNunber : 1023000003

gi dNunber: 1023000000

| ogi nShel | : /bin/sh

honeDi rectory: /hone/steve

I paAnchor UUI D:
Okl QQTpl eGFt cGxl LmNvbTowOTULZTZj M O1NWEXLTEXZW t ONFi NSOWODAWM
cO0O0Tdmy2M=

uid: steve

# manu, users, conpat, exanple.com
dn: ui d=manu, cn=users, cn=conpat, dc=exanpl e, dc=com
obj ect d ass: posi xAccount

obj ect O ass: i paOverri deTar get

obj ect C ass: top

gecos: manu ¢

cn: manu c

ui dNunber : 1023000001

gi dNunber: 1023000001

| ogi nShel | : /bin/sh

honeDi rectory: /honme/ manu



I paAnchor UUI D
Okl QQTpl eGFt cGxI LmNvbTpk Ny VKIMDASNCOLINTI nLTEXZW t YWNj Zi OWODAWV
cOOTdmY2 M=

ui d: manu

# admi n, users, conpat, exanple.com
dn: ui d=adm n, cn=users, cn=conpat, dc=exanpl e, dc=com

obj ect d ass: posi xAccount

obj ect d ass: ipaOverri deTar get

obj ect C ass: top

gecos: Adm ni strator

cn: Adm ni strator

ui dNurmber: 1023000000

gi dNunber: 1023000000

| ogi nShel | : /bi n/ bash

honeDi rectory: /hone/adm n

I paAnchor UUI D
Okl QQTpl eGFt cGxl LmNvbToy M3 zMDdkZSO1NThi LTEXZW t OGEWNI OWODAWM]
cOOTdmY2 M=

uid: admn

# ng, conpat, exanple.com

dn: cn=ng, cn=conpat, dc=exanpl e, dc=com
obj ect O ass: extensi bl elbj ect

cn: ng

# groups, conpat, exanple.com

dn: cn=groups, cn=conpat, dc=exanpl e, dc=com
obj ect O ass: extensi bl eQbj ect

cn: groups

Step 1B(i): Or run ldapsearch command to find the "DN" of admin user.
Replace dc=example,dc=com with your domain name.



[root @paserver ~]# |dapsearch -b
"ui d=adm n, cn=user s, cn=account s, dc=exanpl e, dc=conf

SASL/ GSSAPI aut hentication started
SASL user nane: adm n@XAMPLE. COM
SASL SSF: 256

SASL data security layer install ed.
# extended LDIF

#

# LDAPv3

# base <ui d=admi n, cn=users, cn=accounts, dc=exanpl e, dc=con> w th scope
subtree

# filter: (objectclass=*)

# requesting: ALL

#

# adm n, users, accounts, exanple.com
dn: ui d=adm n, cn=users, cn=account s, dc=exanpl e, dc=com
obj ect C ass: top
obj ect d ass: person
obj ect d ass: posi xaccount
obj ect C ass: krbprinci pal aux
obj ect C ass: krbticket policyaux
obj ect d ass: i netuser
obj ect C ass: i paobj ect
obj ect d ass: i passhuser
obj ect d ass: i paSshG oupOf PubKeys
uid: admn
kr bPri nci pal Nane: adm n@XAMPLE. COM
cn: Adm ni strator
sn: Adm ni strator
ui dNumber : 1023000000
gi dNunber: 1023000000
honeDi rectory: /hone/ adm n
| ogi nShel | : /bi n/ bash
gecos: Adm ni strator
I paUni quel D: 20b307de- 558b- 11eb- 8a06- 080027497f cc
menber Of : cn=admni ns, cn=gr oups, ch=account s, dc=exanpl e, dc=com
menber O : cn=Replication
Adm ni strators, cn=privil eges, cn=pbac, dc=exanpl e, dc=co
m
menber O : cn=Add Replication



Agr eenent s, cn=per m ssi ons, cn=pbac, dc=exanpl e, dc=c
om
menber O : cn=Modi fy Replication
Agr eenment s, cn=per m ssi ons, cn=pbac, dc=exanpl e, d
c=com
menber O : cn=Read Replication
Agr eenent s, cn=per nm ssi ons, cn=pbac, dc=exanpl e, dc=
com
menber O : cn=Renove Replication
Agr eenment s, cn=per m ssi ons, cn=pbac, dc=exanpl e, d
c=com
menber O : cn=Modi fy DNA
Range, cn=per m ssi ons, cn=pbac, dc=exanpl e, dc=com
menber O : cn=Read PassSync Managers
Confi gurati on, cn=per m ssi ons, cn=pbac, dc=ex
anpl e, dc=com
menber O : cn=Modi fy PassSync Managers
Conf i gur ati on, cn=perm ssi ons, cn=pbac, dc=
exanpl e, dc=com
menber O : cn=Read LDBM Dat abase
Confi gurati on, cn=per m ssi ons, cn=pbac, dc=exanpl
e, dc=com
menmber O : cn=Add Confi guration Sub-
Entri es, cn=per m ssi ons, cn=pbac, dc=exanpl e, d
c=com
menber O : cn=Read DNA
Range, cn=per m ssi ons, cn=pbac, dc=exanpl e, dc=com
menber O : cn=Host
Enrol | nent, cn=privil eges, cn=pbac, dc=exanpl e, dc=com
menber O : cn=System Add krbPrinci pal Name to a
Host , cn=per m ssi ons, cn=pbac, dc=
exanpl e, dc=com
menber O : cn=System Enroll a
Host, cn=per m ssi ons, cn=pbac, dc=exanpl e, dc=com
menber O : cn=System Manage Host
Certificates, cn=perm ssi ons, cn=pbac, dc=exanpl
e, dc=com
menber O0f : cn=System Manage Host Enrol | nent
Passwor d, cn=per m ssi ons, cn=pbac, dc
=exanpl e, dc=com
menber O : cn=System Manage Host
Keyt ab, cn=per m ssi ons, cn=pbac, dc=exanpl e, dc=c
om
menber O0f : cn=System Manage Host
Princi pal s, cn=perm ssi ons, cn=pbac, dc=exanpl e,
dc=com



menber O : cn=trust adm ns, cn=gr oups, cn=account s, dc=exanpl e, dc=com
kr bLast PmdChange: 20210113104036Z

kr bPasswor dExpi rati on: 20210413104036Z

kr bExt raDat a: : AAl kzv5f cnBvdCOhZGLpbk BFWEFNUEX FLKk NPTQA=

kr bLogi nFai | edCount: O

kr bLast Fai | edAut h: 20210113161038Z

# search result
search: 4
result: O Success

# nunResponses: 2
# nunEntries: 1

Step 1(C): Login to Ezeelogin GUI navigate to settings -> Ldap

Step 1(D): Add the details of LDAP configurations and click on "Save". Refer the second step to find
BindDN & attributes
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Refer the article to solve the error encountered while configuring with TLS - "Could not bind to any
LDAP server: error:14090086:SSL routines:ssl3_get_server_certificate:certificate verify failed
(self signed certificate in certificate chain)"

Step 1(E): Change Web Panel Authnetication to LDAP. Navigate to Settings -> general ->
Authentication -> Webpanel authentication -> LDAP
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If you want to configure IDM/LDAP authentication in backend skip STEP 1(F)

Step 1(F): Navigate to Settings -> General -> Security -> Enable Auto Create user
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Step 1(G): Select the LDAP users and click on the import button to import users to Ezeelogin.
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Step 1(H): Confirm the imported LDAP users were listed in Users tab in Ezeelogin GUI
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Step 1(I): Now login to ezeelogin GUI as IDM user.

2. Follow the instructions to configure IDM on backend.

If you want to configure IDM/LDAP authentication in backend skip STEP 1(F)

Here we are configuring backend using SSSD( System Security Services Daemon). SSSD is a system
service to access remote directories and authentication mechanisms



Step 2(A): Run the following command on the gateway server to install the sssd packages

[root @unpserver ~]# yuminstall sssd sssd-client nscd

Step 2(B): Run following command to enable OpenLdap and SSSD

[ root @unpserver ~]# authconfig --enabl esssd --enabl esssdaut h
- -1 dapserver ="I| dap. exanpl e. com' --| dapbasedn="[I dap- base-dn]"
- - updat e

Step 2(C): Add ldap_search_base, ldap_default_bind_dn, ldap_default_authtok,
ldap_uri,default_shell = /usr/local/bin/ezsh, override_shell = /usr/local/bin/ezsh and domain to
/etc/sssd/sssd.conf. Replace ipaserver.example.com with your domain in this configuration as ldap

SErver.

[ dormai n/ exanpl e]

aut of s_provi der = I dap
cache credentials = True
id _provider = |dap



aut h_provi der = I dap
chpass_provi der = | dap

| dap_sear ch_base = cn=accounts, dc=exanpl e, dc=com
| dap_default _bi nd_dn
ui d=adm n, cn=user s, cn=account s, dc=exanpl e, dc=com
| dap_def aul t _aut ht ok zagqlXsSwa

| dap_uri = | dap://ipaserver.exanpl e.com

| dap_id_use_start _tls = Fal se

override_honedir = /home/ Y%

default _shell = /bin/bash

override_shell = /usr/local/bin/ezsh

| dap_tls_reqcert = never

| dap_tls_cacertdir = /etc/openl dap/cacerts
[ sssd]

services = nss, pam ssh

dormai ns = exanpl e

Step 2(D): Restart sssd & nscd service

[root @unpserver ~]# service sssd restart && service nscd restart

Step 2(E): Enable autocreate home directory on login by the following command

[root @unpserver ~]# authconfig --enabl enkhonedir --update

Step 2(F): Run the id/finger command and see whether you are able get LDAP user details



[ root @unpserver ~]# finger marc

Login: marc Name: Marc c

Directory: /home/marc Shell: /usr/local/bin/ezsh

Last login Wed Jun 13 05:02 (EDT) on pts/1 from 10.1.1.13

[root @unpserver ~]# id jake

ui d=1001(marc) gi d=20001(donai n users) groups=1547600513(domai n
users)

Related Articles:
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