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Integration of Open-LDAP (PAM-LDAP) in CentOS

Overview: This article details how to integrate OpenLDAP (PAM-LDAP) with CentOS for SSH
authentication using Ezeelogin. It covers installing PHP-LDAP, configuring LDAP settings via the web
GUI, and setting up PAM_LDAP for SSH access. Verification steps ensure imported LDAP users are
correctly configured for seamless integration.

Note:

Make sure that the PHP-LDAP extension is installed on the server.

Step 1: Login to Web-GUI -> Settings -> LDAP

Add the details of LDAP configurations
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Step 2: Under Settings -> General -> Authentication -> change web panel authentication
to LDAP & Enable External SSH Auth

Ezeelogin & Welcome, Administrator Logout
General Settings i Authentication
IS Web Portals ! »
; Password / Security Code Retries ‘& Login captcha ‘&
2t Users 2 v Disable v
£l Access Control Web Panel Authentication ‘& External SSH Auth @
© reCAPTCHA Sitekey @ Get reCAPTCHA API Key reCAPTCHA Secret @
User Password Lifetime @ Maximum Days Without Login ‘&
0 0
Allow Browsers To Save Login ‘& Security Code LDAP @&
.
[canc | sov |

Step 3: Select the LDAP users and import them to Ezeelogin
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You can confirm the imported LDAP users were listed in the Users. Now you can log in to Ezeelogin
GUI as an LDAP user.

Note: After importing the users to Ezeelogin, log in with the user and set up the security code for the
user under Account -> Password -> New Security Code.

Let's configure PAM_LDAP Authentication for SSH

Login to the Ezeelogin ssh server to configure pam-LDAP

Step 1: Install pam-LDAP module by the following command




Step 2: Enter the command to auto-configure

Step 3: Select use LDAP & use LDAP authentication
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Step 4: Add Binddn & bind password to /etc/nslcd.conf




Step 5: Enable autocreate home directory on login by the following command .

Step 6: Restart nslcd & nscd service.

Note:

Ensure the login shell of the LDAP user is /usr/local/bin/ezsh



Step 7: Now run the id/finger command and see whether you are able to get LDAP user
details

Step 8: Run an ldapsearch to ensure that results are correctly fetched from the LDAP server.
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